The mission Prepare students for employment in the field of
cybersecurity by educating them in the fundamental concepts
of information security, problem solving, and managing risk
within IT infrastructures.
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CyberSecurity and Digital Forensics Program Outcomes

1. Apply the fundamentals of
communication and networking to
solve modern business challenges
using the latest industry standards,
specifications, technologies, IT
architectures, and network
management strategies.

risks, threats, and vulnerabilities
for IT infrastructures and apply
mitigation techniques to secure
enterprise systems.

2. Demonstrate the fundamentals
of information systems to identify

3. Apply layered network security
strategies using firewalls, routers,
VLANS, encryption, and other common
VPN technologies to implement access
control and identity management for IT
systems.

4. Implement cloud security for networks,
computer systems, and cloud-based
storage systems using common cloud
components, service models, and cloud
solutions.

5. Develop risk management
frameworks consisting of
best practices for policies,
standards, procedures, and
guidelines to mitigate
unauthorized access.

6. Conduct digital forensic
analysis of computers, mobile
devices, and networking
equipment using forensically
sound techniques and
methodologies.

General Education Courses

Critical Thinking, Written
Communication

Critical Thinking, Written
Communication

Quantitative & Symbolic
Reasoning

Human Expression & Oral
Communication

Ethical Dimensions, Global
& Historic Awareness,
Multicultural & Social

Perspectives

PROGRAM COURSES

None Critical Thinking, Introduced, Practiced, Introduced, Practiced Introduced, Practiced, Introduced Introduced Introduced
Information Literacy, Demonstrated Demonstrated
Scientific Reasoning &
Discovery
CIS 134 Critical Thinking, Introduced, Practiced, Introduced, Practiced, Introduced, Practiced, Introduced Introduced, Practiced, Introduced, Practiced,
Information Literacy, Demonstrated Demonstrated Demonstrated Demonstrated Demonstrated
Scientific Reasoning &
Discovery
CIT 150 Critical Thinking, Introduced, Practiced, Introduced, Practiced, Introduced, Practiced, Introduced, Practiced Introduced, Practiced Introduced, Practiced
Information Literacy, Demonstrated Demonstrated Demonstrated
Scientific Reasoning &
Discovery
CIT 150 Critical Thinking, Introduced, Practiced Introduced, Practiced, Introduced, Practiced Introduced Introduced, Practiced, None
Information Literacy, Demonstrated Demonstrated
Scientific Reasoning &
Discovery
none Critical Thinking, Introduced, Practiced, Introduced, Practiced, Introduced, Practiced, Introduced, Practiced, Demonstrated Introduced, Practiced, Introduced, Practiced

Information Literacy,
Scientific Reasoning &
Discovery

Demonstrated

Demonstrated

Demonstrated

Demonstrated

CIT 250, CIT 251,

pre or co-

requisite(s): CIT

252 or

permission of

instructor.

Critical Thinking,
Information Literacy,
Scientific Reasoning &
Discovery

Introduced, Practiced,
Demonstrated

Introduced, Practiced,
Demonstrated

Introduced, Practiced,
Demonstrated

Introduced, Practiced, Demonstrated

Introduced, Practiced,
Demonstrated

Introduced, Practiced,
Demonstrated




None None Introduced, Practiced, Introduced, Practiced, Introduced, Practiced, Introduced, Practiced, Demonstrated Introduced, Practiced, Introduced, Practiced,
Demonstrated Demonstrated Demonstrated Demonstrated Demonstrated
Critical Thinking, Introduced, Practiced, Introduced, Practiced, Introduced, Practiced, Introduced, Practiced, Demonstrated Introduced, Practiced, Introduced, Practiced,
Information Literacy, Demonstrated Demonstrated Demonstrated Demonstrated Demonstrated
Scientific Reasoning &
Discovery
Critical Thinking, Introduced, Practiced Introduced, Practiced Introduced, Practiced Introduced, Practiced, Demonstrated Introduced, Practiced None

Information Literacy,
Scientific Reasoning &
Discovery

Information Literacy Introduced, Practiced Introduced Introduced Introduced Introduced, Practiced
Information Literacy Introduced Introduced Introduced Introduced Introduced Introduced
Information Literacy Introduced, Practiced Introduced, Practiced Introduced Introduced Introduced Introduced, Practiced
Information Literacy Introduced, Practiced Introduced, Practiced Introduced, Practiced Introduced, Practiced Introduced, Practiced Introduced, Practiced
Information Literacy Introduced Introduced, Practiced Introduced Introduced Introduced Introduced, Practiced
Critical Thinking, Introduced, Practiced Introduced, Practiced, Introduced, Practiced Introduced Introduced, Practiced Introduced, Practiced,

Information Literacy,
Scientific Reasoning &
Discovery, Ethical
Dimensions

Demonstrated

Demonstrated
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